DOEHRS-IH EHM Tutorial #1

Getting a DOEHRS-IH “Demo/Train” account

URL: https://doehrs-ih-demo.csd.disa.mil

Account Management -

Reguest Account

K A An account was not found with your Common Access Card (CAC) credentials; please request
Resources =

an account using the Request Account link on the left. If you believe you have reached this screen
in error, please use the Help Desk Contact Information link.

Help Desk Contact Inf8mation

This is expected for new users since DOEHRS is linked to your CAC card.
Click Request an Account to proceed to step 2a.

Defense Occupational and Environmental Health Readiness System

e If your account has been inactive for over 1-year, or you had
an account before DOEHRS was CAC-enabled (Jan 2011), it

Account M nt 4| RequestAccount Unlock . . . .
S : will need to be unlocked. Hit Submit and you will be contacted

B with the email address on file in DOEHRS.
Resources . e If you suspect your email address has changed since then,
IE— Tor please contact the Help Desk at dhagsc@mail.mil.

Ontel

Name Radavich, Rosanne Marie
Email Address rosanne.m.radavich@us.army.mi

All tutorials here: https://phc.amedd.army.mil/topics/envirohealth/hrasm/Pages/DOEHRS_Resources.aspx
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Existing Account Holders
[1b] Log into DOEHRS-Demo and Click on My Profile.

Work Plan - Work Basket

Work Basket
Pending QA

Click Subject link for details

Tasks, and

Environmental Health =
Subject Description From Receiveda Due Date

Location

Eacilities Mo matching records were found

Administration -

Proagram Office Personnel
Pending Account Requests
PickLists

Pending Pick List Approvals

Import Personnel
Repaoris

Resources a

Help Desk Contact Information

DOEHRS Documentation C

Computer-Based Training

Month -Based Traininc
Student Guides

Classroom Training Presentations
Release Information

System Documentation

[1C] Scroll to the Bottom of your profile and click on Request Access to New Program Office.

Other Tools

gram Office

agram Office)

| Complete Application in under 14 minutes or

Request Global Permission Updates

- - - th
Request Mobile Synchronization Account ”S.k belnq tlmed._OUt from the SVStem'_ At the 14
Request Oracle Discoverer Account minute _you will be given a warning for 60
Reaquest Data Warehouse Account seconds!

All tutorials here: https://phc.amedd.army.mil/topics/envirohealth/hrasm/Pages/DOEHRS_Resources.aspx
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[2&] Account Application Screen

Account Information
Service Branch®

Program Office™

Industrial Hygiene Permissions

Environmental Health

Permissions

Brmy

(EH) -US-OR-Fort Sill (40801)

[ createsedit H samples and surveys: 1 Installations if you’re deploying.
Create/edit SEG Analysis
[T import IH Lab Data

[Z1 Export H Lab Data

[ create/edit EH samples; View EH sury

Create/edit Water surveys

Service Branch = Army (always true for Army assets); Program Office = PO

-If deployed or about to deploy: PO = “DoD Deployment Surveillance; Do not select your CONUS/OCNUS

- If in an Army MTF (i.e. Hospital PM Team): PO = the installation where you’re working (e.g. “(EH)-US-VA-Fort
Belvoir (51062)”; Do not select the Legacy-Data option or PO with an (IH) Prefix.

- If part of the Veterinary Service Corp: PO = “Veterinary Services — PHCD — XXXX” (XXXX= District)

Create/edit Waste surveys T —

Create/edit OEHSA surveys

7

QA OEHSA surveys

Create/edit Entomology surveys QA Ento,

Create/edit Food Sanitation surveys QA Foor
Create/edit General Sanitation surveys

Create / edit personnel associations (Locations and Exposure Pathways)

For 68S and ESEOs: Only need the EH Permissions (aka roles).
-Commanders, XOs, and Senior NCOs may have a QA role as needed (often
discussed in training).

] Import EH lab data without full EH access (for Lab Personnel)

= view Food Protection Information

Create/edit Food Sanitation surveys QA Food Sani;

Food Protection Permissions

Create/edit Installation Food Vulnerability Assessment (IFVA) surveys QA IFVA Surve
Create/edit Non-Approved Sources

Create/edit PV Destination Audit reports QA PV Destina

Facilities Permissions

Incident Reporting Permissions

Radiation Permissions

Registry Permissions

Create/edit PV Destination Audit Summary Reports

Create/edit Food Protection samples QA Food Prote|

For 68R and Vet Corp personnel: Only need the FP Permissions

-If you are a user who will do IFVAs select the role and its QA role too.

-If you are a user who will do PV Destination Audit reports select that role.

-If you are a SPA, select the PV Destination Audit reports QA role and the PV
Destination Audit Summary Reports

Note: You must request at least one of the following permissions in order to request this permissi
Protection "View Food Protection Information'.

Create/edit Facilities

on:Environmental Health 'Cre

[0 Createfedit Incident Reports QA Incident Reports

[Tl Create/edit Radiation samples, surveys and equipment QA Radiation samples|

Note: Do not request Registry permissions without first consulting with superior.

[Tl view Registry Information

Create/edit Reqgistries

Create/edit Requests

General Information:

Roles can be adjusted by the account approvers if a mistake is made.

-Different roles/permissions for different users will be determined at the local
level.

-Roles can be adjusted when the account request is reviewed/approved.

-NOTE: No global roles are needed

Create/edit Exposure Profiles QA Exposure Profiles

All tutorials here: https://phc.amedd.army.mil/topics/envirohealth/hrasm/Pages/DOEHRS_Resources.aspx




Program Office Permissions El

System Administration Permissions El

Data Warehouse Permissions

Show Advanced Data Warehouse
Permissions

Mobile Synchronization Account

Oracle Discoverer Account

DOEHRS-IH EHM Tutorial #1

[7] maintain data, lab information and notifications
[T maintain Equipment and Equipment vendors
) Administer shops
Note: System Adminisiration permissions are typically only gy —

[2) Adrminister local Program Ofce users (USArale) I Controls access to the PO. Situational need only I

[ Administer mobile device security for a site (Site System Administrator)

I
"] View Industrial Hygiene reports/charts 1
1

ew Environmental Health reports/chats e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm——— - -

I . . 1

Access level for HEH reparts: | You won'’t see these options if you have an account !
Program Ofice. ' Region  Senice | already, but only the “View EH reports/charts” is all :

E that is needed. :

1

O require a mobile synchronization account to synchronize mobile devices with the DOEHRS staging server - m e T e e mmm— = =

Selected Program Office(s):

[] I raquest an Oracle Discoverer account for generating ad-hac raports

@ Oracle Discoverer Viewer access

Oracle Discoverer Plus and Viewer access

Justification for Access to DOEHRS*
(Must Be At Least 30 Characters Long)

I work for the [insert program name here] and -
will inputting/reviewing food and/or preventive o -
nedicize dace. < I Justification must be 30 characters.

4

All tutorials here: https://phc.amedd.army.mil/topics/envirohealth/hrasm/Pages/DOEHRS_Resources.aspx



[2 b] Account Application Screen (continued). [Only seen for new applicants.]

Personnel Information
Work Address”

City™

State or APO™ / Zip Code™
Country™

Organization™

Office Symbal/Department™
Job Title/Function®
Grade/Rank™

Installation Name™
Commercial Phone™

DSN*

Commercial Fax Number

Privacy Act Training™

HIPAA Certification”

Annual Information Awareness Training”

Security Clearance™

Security Manager Full Name™

Security Manager Phone™

Supenisor Full Name®

DOEHRS-IH EHM Tutorial #1

(line 1)

(line 2)

United States (NATO member) -
(Ex. 1578th IPR)

(Ex. /SGM/SGMIR)

Ext.

Populate the rest of the application with
personal information.

Use an AKO email or mail.mil email. Do
not use a personal email (i.e. gmail) or a
deployed email (i.e. swa.army.mil).
Double check the email for typos.
DOEHRS will use this email to
communicate down times, updates, etc.

(OCONUS users use 10 digit DSN)

[T] | certify that | have completed Privacy Act training within the past 1 year.

Date of training: (yyyy/mm/dd)

Privacy Act Training can be completed by taking the "Overview of Privacy Act 1974" and "Privacy Act 101
0o certify that | have completed HIPAA training within the past 1 year.

Date of training: (yyyy/mm/dd)

HIPAA Certification can be completed by taking the "Security 101: Infroduction to HIPAA Security” coursd
o certify that | have completed Annual Information Awareness training within the past 1 year.

Date of training: (yyyy/mm/dd)
Annual Information Awareness Training can be completed at this site.

For a Demo Account, training dates are not
critical for account access. However, they
must be accurate for a Live (Production)
account

Training Dates should be within 1-year and
cannot be something you will due in the
future (i.e. it cannot be greater than the
current date).

Supenisor Phone™ Ext.

User Agreement -
User [ accept the responsibility for the information and DoD system to which | am granted access and will not exceed my authorized level of system access. | understand that my access may be revoked or terminated for non-compliance with DoD security policies.
Agreement”™ | accept responsibility to safeguard the information contained in these systems from unauthorized or inadvertent modification, disclosure, destruction, and use. | understand and accept that my use of the system may be monitored as part of managing the system,

protecting against unauthorized access and verifying security problems. | agree to notify the appropriate organization that issued my account(s) when access is no longer required.

All tutorials here: https://phc.amedd.army.mil/topics/envirohealth/hrasm/Pages/DOEHRS_Resources.aspx
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[3] Finish

Request Access to Program Office - Results

¢ If you do not see this screen, you have missed a
required field in DOEHRS application. Scroll to the

e swmes top of the form to find the error.

: e Click Continue if you do see this screen, then

CLOSE THE BROWSER. Accidentally refreshing

the screen will duplicate the application.

e If needed, you may receive an email about your
request to clarify access and roles.

¢ You will see an email confirmation once access is
approved.

All tutorials here: https://phc.amedd.army.mil/topics/envirohealth/hrasm/Pages/DOEHRS_Resources.aspx



